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Purpose

The purpose of this policy is to acknowledge the importance of and assist in providing o
framewaork for, the appropriate level of protection for the identification, collection, holding,
using, disseminafing, merging, collating, disclosing and protection of personal information
("process” or “processing”) of cumrent, past and prospective, consumers, customers)
suppliers, business contacts, employees and other people in course of its business activities

I“dc:’rc: sub'ec’fs“l.

Infroduction

The types of personal information collected and processed
Collection of personal information

Secure storage of information

Use of personal information

Sharing of information with third parties

Retention of information

Destruction of information

Approval

bl B il e

1. Introduction

This Privacy Policy (“policy”) has been developed to acknowledge the importance
of and assist in providing a framework for the appropriate level of protection for the
identification, collection, holding, using, disseminating, merging, collating, disclosing
and protection of the personal information (“process” or “processing”) of data
subjects.

The policy represents the CTICC’'s commitment to compliance with its obligations
under the Protection of Personal InNformation Act 4 of 2013 (“POPI Act”).

A list of defined terms under the POPI Act is attached hereto as Annexure "A". The
Act itself can be accessed via the following website: www.popia.co.za

This policy details the lawful approach the CTICC takes in the collection of
information and in regard o the management, use and processing of all information
collected from data subjects and other legitimate sources and all subsequent
dealings with duly appointed representatives and other entities listed in this policy.

Employees and all persons who process personal information of data subjects for,
with or on behalf of the CTICC must comply with this policy in their processing of
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personal information of data subjects.

2. The Types of Personal Information Collected and Processed

The CTICC gathers information about data subjects primarily from them directly, via the
internet and social media and in some instances from other organisations, agents,
services providers, customers, advisers, government departments or agencies.

The information collected about data subjects includes the following:

¢ Full name of entity or individual
e |dentification number or entity registration number
e Address of entity or individual
e Contact numbers
e Email and website addresses
e VAT number
e Income tax reference number of employees
e Current and past salaries and other forms of remuneration and benefits of
employees and candidates
e Identity or passport number of employees and candidates
¢ Information about the health of employees in the form of sick notes or other
information relating to their health divulged during their employment with CTICC
(constituting Special Personal Information under the POPI Act)
e Race or ethnic origin of employees and candidates (constituting Special Personal
Information under the POPI Act)
e The criminal behaviour of employees and candidates (constituting Special
Personal Information under the POPI Act)
o Correspondence with data subjects
e Banking details
o Staff
o Customers
o Suppliers
e Authorised representative information where required
¢ Personal information received by CTICC from responsible parties (where CTICC is
acting as an operator).

The CTICC method of collection and permitted use of such personal information is set out
below.

3. Collection of Personal Information

The CTICC collects personal information in South Africa and internationally from these
possible sources:

directly from data subjects

from documentation requested from data subjects and that are provided

from customers, service providers and other third parties

through CTICC’s websites and social media platforms where information has been
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collected through the use of cookies or otherwise provided by data subjects This
document is classified as: Business General (for example, when they request to sign
up for newsletters and alerts)

e from telephone calls, emails and other communications with data subjects or other
responsible parties or

¢ from information that is publicly available.

4. Secure Storage Information

In all circumstances the information is held by the CTICC on its secure systems or databases
referred to in Annexure “B”.

The CTICC undertakes to take all reasonable and necessary steps to secure the integrity
and confidentiality of data subjects’ personal information and protect the information from
misuse, loss, interference, unauthorised access, modification or unauthorised disclosure.
Electronic copies are held in a secure environment, with the application of appropriate
passwords and other computer and software security techniques, including secure data
storage.

The CTICC endeavours to keep the personal information it processes accurate and up to
date. Furthermore personal information shall be stored in as few places, with as few copies,
as is reasonably possible. The CTICC's employees and other representatives shall not create
any unnecessary additional copies of personal information and may only store personal
information of data subjects on CTICC-approved devices which are password protected.

5. Use of Personal Information

After the CTICC has obtained the personal information in accordance with the
approved methods referred to in section 3 above and the required consent to process
such information has been obtained (or CTICC is otherwise authorised under applicable
laws to process such personal information), the CTICC is entitled to use the personal
information as follows:

Where CTICC is the "responsible party” under the POPI Act:

1. Data subjects who are not employees or candidates:

e foidentify the data subject

e fo check the last time CTICC services were used, if at all

e to provide products and services

¢ to communicate with data subjects and otherwise to inform data subjects of
services and/or products, which the CTICC believes would be of interest to
data subjects (unless specifically opted out or if it constitutes direct marketing)

e or direct marketing purposes provided that the data subject has specifically
consented thereto in accordance with chapter 8 of the POPI Act

e forbusiness purposes, such asresearch, prospecting, analysing and managing
CTICC's business, market search, audits, developing new products, improving
our services and products, gauging customer satisfaction and providing
customer service (for example, for this purpose the CTICC may record or
monitor phone calls provided that the data subject is made aware that the
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callis being recorded)

¢ to manage CTICC's business operations and IT infrastructure, in line with its
internal policies and procedures, including those relating to finance and
accounting, biling and collections, IT systems operation, data and the
website hosting, data analytics, business continuity, records management,
document and print management, and auditing

e fo manage complaints, feedback and queries, and handle requests for data
access or correction, or the exercise of other rights relating to personal
information

e forrecord keeping purposes

e o comply with contractual obligations

e for any other purpose permitted by law

o for the purposes of providing the data subject with the services and
information as per the agreement concluded between the parties. The

CTICC does not sell, frade, share orrent personal information to any third party for marketing
pUrposes.

Should the data subject at any point in time wish to opt out from the use, collection and
processing of personal information, this can be done by informing the CTICC directly. Data
subjects may be informed about the services and/or products through a range of
communication methods, including telephone, SMS, email, social media, other electronic
means and/or targeted advertising, provided that the CTICC is obliged to comply with
chapter 8 of POPIA where such communication constitutes direct marketing.

2. Data subjects who are employees or candidates:
e For employment or recruitment purposes, including payroll activities, HR records,
performance management, making business travel arrangements
e Facilitate communication with an employee and their nominated contacts in an
emergency and protecting the health and safety of staff and others
e Communicate with employees and candidates
e For any purposes permitted by law.

Where CTICC is the “operator” under the POPI Act:
e Strictly in accordance with the agreement between CTICC and the responsible

party

6. Sharing of Information with Third Parties

It is not the policy of the CTICC to share any personal information gathered from data
subjects with any third party.

The exception to this relates specifically to the contact information relating to events
booked that requires services to be rendered by approved service providers (“sub-
confractor services”). In this instance the type of information to be shared will be
discussed with the client.
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When CTICC provides personal information to third parties as aforesaid (the “operators”),
the third parties will be selected carefully and will be required to use appropriate measures
to protect the confidentiality and security of the personal information, and will be required
to sign an agreement with the CTICC which complies with the provisions of sections 19 to 22
of the POPI Act.

Where personal information is required to be shared to such third party via international
transfer the CTICC shall comply with section 72 of the POPI Act.

In certain circumstances, applicable laws allows personal information to be disclosed to law
enforcement agencies without the consent of the data subject. In such circumstances, the
CTICC will disclose requested personal information to the extent permitted by, and in
accordance with, such law(s). Prior to any such disclosure of personal information the CTICC
will ensure the request is legitimate and in accordance with applicable laws, seeking
assistance from legal counsel where necessary.

In the event of a data breach the employee must immediately report such data breach to
the Information Officer and shall cooperate fully with them in resolving such breach.

7. Retention of Information

The CTICC retains the personal information obtained from data subjects only for the period
set out in Annexure “B” hereto or for any longer period of time required by law or court
order.

The data subjects have the right to request that the CTICC.:
e update information held by the CTICC
e correct any information and/or
e delete all personal information held by the CTICC.

Where a data subject requests the CTICC to delete their personal information such request
must be actioned forthwith where such request relates to the use by the CTICC of their
personal information for marketing purposes (including mailers). In all other cases such
request shall be reported to the Information Officer and may not be actioned without the
Information Officer’s written consent. In providing such consent the Information Officer must
take into account, amongst other things, whether such personal information is required or
permitted to be retained by the CTICC:

e in accordance with applicable laws

e forlawful purposes related to the CTICC's functions or activities

e interms of a contract between the CTICC and the data subject

8. Destruction of Information

Personal information shall be destroyed upon the earlier of:

* expiry of the retention period referred to in paragraph 7 above or

* where a data subject requests CTICC to delete their personal information and the
CTICC is required, in accordance with paragraph 7 above, to delete such personal
information
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Where destruction of personal information is required, such destruction will take place
securely. Secure destruction maintains data security and supports compliance with this
policy. The CTICC acknowledges that electronic devices and media can hold vast
amounts of information, some of which can linger indefinitely.

Under no circumstances will paper documents or removable media (CD's, DVD's, discs,
etc.) containing personal or confidential information be simply binned or deposited in
refuse tips.

All electrical waste, electronic equipment and data on disk drives must be physically
removed and destroyed in such a way that the data will by no means be able to be
virtually retrievable.

All paper documents that should be disposed of, must be shredded locally within the
department and then be recycled. Where local shredding is not possible, bulk quantities
of restricted paper waste must be held in waste sacks. These will be collected and
disposed of by a person who is instructed to do so by the Information Officer.

In the event that a third party is used for data destruction purposes, the Information
Officer must ensure that such third party complies with this policy and any other
applicable legislation.

The CTICC may suspend the destruction of any record or document due to pending or
reasonably foreseeable litigation, audits, government investigations or similar
proceedings.

The CTICC undertakes to notify employees and persons processing personal information
on behalf of the CTICC of applicable documents where the destruction has been
suspended to which they have access.

The documentation and information listed in Annexure “B” below may not contain all
thenrecords and documents processed and in the possession of the CTICC and should
merely be used as a guideline.

The Information Officer should be consulted where there is uncertainty regarding the
retention and destruction of a document and/or information.
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ANNEXURE A DEFINED TERMS

“biometrics’” means a technique of personal identification that is based on physical,
physiological or behavioural characterisation including blood typing, fingerprinting,
DNA analysis, retinal scanning and voice recognition;

“child”” means a natural person under the age of 18 years who is not legally
competent, without the assistance of a competent person, to take any action or
decision in respect of any matter concerning him- or herself;

“code of conduct’ means a code of conduct issued in terms of Chapter 7;

““‘competent person’” means any person who is legally competent to consent to any
action or decision being taken in respect of any matter concerning a child;

“consent”” means any voluntary, specific and informed expression of will in terms of
which permission is given for the processing of personal information;

“Constitution” means the Constitution of the Republic of South Africa, 1996; ‘‘data
subject’’ means the person to whom personal information relates;

“de-identify”’, in relation to personal information of a data subject, means to delete
any information that—

(a) identifies the data subject;

(b) can be used or manipulated by a reasonably foreseeable method to identify the
data subject; or

(c) can be linked by a reasonably foreseeable method to other information that
identifies the data subject,

and “‘de-identified”” has a corresponding meaning;

“direct marketing’”” means to approach a data subject, either in person or by mail or
electronic communication, for the direct or indirect purpose of —

(a) promoting or offering to supply, in the ordinary course of business, any goods or
services to the data subject; or

(b) requesting the data subject to make a donation of any kind for any reason;
“electronic communication” means any text, voice, sound or image message sent
over an electronic communications network which is stored in the network or in the
recipient’s terminal equipment until it is collected by the recipient;

‘““enforcement notice’” means a notice issued in terms of section 95;
“filing system’ means any structured set of personal information, whether
cenftralised, decentralised or dispersed on a functional or geographical basis, which is

accessible according to specific criteria;

“information matching programme’ means the comparison, whether manually or by
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means of any electronic or other device, of any document that contains personal
information about ten or more data subjects with one or more documents that contain
personal information of ten or more data subjects, for the purpose of producing or
verifying information that may be used for the purpose of taking any action in regard
to an identifiable data subject;

“information officer” of, or in relation to, a—

(a) public body means an information officer or deputy information officer as
contemplated in terms of section 1 or 17; or

(b) private body means the head of a private body as contemplated in section 1, of
the Promotion of Access to Information Act;

“Minister’” means the Cabinet member responsible for the administration of justice;

“operator’’ means a person who processes personal information for a responsible party
in terms of a contract or mandate, without coming under the direct authority of that

party;
“person’” means a natural person or a juristic person;

“personal information” means information relating to an identifiable, living, natural
person, and where it is applicable, an identifiable, existing juristic person, including, but
not limited to—

(a) information relating to the race, gender, sex, pregnancy, marital status, national,
ethnic or social origin, colour, sexual orientation, age, physical or mental health, well-
being, disability, religion, conscience, belief, culture, language and birth of the person;
(b) information relating to the education or the medical, financial, criminal or
employment history of the person;

(c) any identifying number, symbol, e-mail address, physical address, telephone
number, location information, online identifier or other particular assignment to the
person;

(d) the biometric information of the person;

(e) the personal opinions, views or preferences of the person;

(f) correspondence sent by the person that is implicitly or explicitly of a private or
confidential nature or further correspondence that would reveal the contents of the
original correspondence;

(g) the views or opinions of another individual about the person; and

(h) the name of the person if it appears with other personal information relating to

the person or if the disclosure of the name itself would reveal information about the
person;

“prescribed’’ means prescribed by regulation or by a code of conduct;

“private body’’ means—
(a) a natural person who carries or has carried on any trade, business or profession, but
only in such capacity;
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